Henbas

1. Bcem nogpsig coobwaTtb CBOK YaCTHY MHGopMaumio (HacToswme mms, hammnumio, TenedoH,
aZpec, Homep LLUKOMbl, a Takke poTorpadumn cBou, CBOEN CEMbU U Apy3ent);

2. OTKpblBaTb BrIOXEHHbIE (halirbl 3NEKTPOHHOM NOYThI, KOrg4a He 3Haellb OTNpaBUTENSs;

3. [pybuTb, NnpnanpaTbCs, okasbiBaTb AABIEHNE - BECTU Ce0s1 HEBEXITMBO M arpeCcCcuBHO;

4. He pacnopspkanca geHbramu TBoel ceMbi 6€3 paspelleHms CTaplinx - Bcerga crnpawimsan
poauTenen;

5. He BcTpevaica ¢ VIHTepHET-3HAaKOMbIMW B pearibHOM KU3HW - MOCOBETYNCA CO B3POCSbIM,
KOTOPOMY [OBepSeELLb.

OcCTOpOXKHO

He Bce nuwyT npaeay. Yntaewb o cebe HenpaBay B VIHTepHeTe - coobLum 06 3TOM CBOMM

poauTENsM NN ONeKyHaMm;

MpurnawatoT nepenncbiBaTbCs, Urpatb, 0OMEHMBATBLCA - MPOBEPb, HET NN NOLBOXA;

HesakoHHoe konupoBaHue dannos B VIHTEpHeTE - BOPOBCTBO;

Bcerpa pacckasbiBan B3pocrbiM 0 NpobriemMax B CeTU - OHM Bcerga noMoryT;

Mcnonb3yn HacTponkn 6e30nacHOCT 1 NPUBATHOCTU, YTOObI HE NOTEPSATL CBOWN aKKayHThI B

CoLCEeTAX M ApYyrnx nopranax.

MoxHo

YBaxan apyrux nosnb3oBaTerneun;

Monb3yelwbea NHTEPHET-MCTOYHMKOM - AeNnan CChINIKY Ha Hero;

OTKpbIBal TONBKO T€ CCbISKN, B KOTOPbIX YBEPEH;

ObwaTtbcsa 3a NOMOLLBIO B3POCHbIM - POAUTENM, OMNEKYHbI U agMUHUCTPaUMS CanToB Bceraa

nomoryT
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PonNpE

I/IH(l)OpMaI_II/IOHHaH ImaMsTKa AJjisd 06y11a}01111/1xca 1A pasMCIICHUS Ha O(I)I/II_II/IaJ'ILHLIX HHTCPHCT-

pecypcax
C KaXOblM rofjoM MOJSIOAEXU B UHTEPHETE CTAaHOBWUTLCS GONbLUE, @ LIKOJbHWKM OOHW U3 CaMbiX

aKTUBHbIX nonb3oBaTenen PyHeta. Mexgy Tem, MOMMMO OrpoOMHOrO KONMYECTBa BO3MOXHOCTEMN,
WHTEPHET HeceT 1 Npobnembl. ATa namsiTka 4oKHa NoMoYb Tebe 6e3onacHO HaxoAnTLCH B CETU.

KomnbloTepHble BUpYChI

KoMnblOTEPHBIN  BUPYC - 3TO pPa3HOBUMAHOCTb KOMMBLIOTEPHbLIX MPOrpaMmM, OTANYUTENBHOWN
0COBEHHOCTBIO KOTOPOW SIBNSIETCA CMOCOBHOCTb K pa3MHOXeHM0. B gononHeHve K 3aTomy, BUPYChI
MOryT nNOBpeauTb WNW MNOMHOCTBI YHUUTOXWUTL BCe annbl W [aHHble, MNOOKOHTPOINbHLIE
nonb30BaTento, OT MMEHU KOTOPOro Obina 3anylleHa 3apaxeHHas nporpaMmMa, a Takke NoBpeanTb
UNM gaxe yHUUTOXUTb OMEpaUMOHHYK CUCTEMY CO BcemMu dpaiinamu B uenom. B 6onbliunHcTBe
crny4aes pacnpoCcTPaHSTCA BUPYChl Yepes NHTEPHET.

MeToab! 3aLunThl OT BPEAOHOCHbLIX MPOrpamMm:

1. Wcnonb3yn coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEKOLLNE CeEPbE3HbIA YPOBEHb 3aLLUMTbl OT
BPEeAOHOCHbLIX Nporpamm;

2. TloCTosHHO ycTaHaBnuBam nayTu (LMAPOBbLIE 3annaTkn, KOTOPbIE aBTOMATUYECKU
yCTaHaBNUBAKOTCA C Lenblo 4opaboTku nporpammbl) U apyrne 0OHOBNEHMS CBOE OnepaLMoOHHON
cuctembl. CkaumBanm nx Tonbko ¢ odmumanbHoOro canta paspabotumka OC. Ecnm cywecTteyet
pexum aBToMaTN4eCcKoro 06HOBMEHUS, BKIMOYU €rO;

3. PaboTtawn Ha cBoeM KOMMbIOTEPE MOA NpaBamMu Nofb30BaTeNs, a He agMUHUCTpaTopa. ITO He
no3BonuT 60MbLUIMHCTBY BPE4OHOCHbLIX MPOrpaMm MHCTaNNMpoBaTbCs Ha TBOEM MepCOHanNsHOM
KoMMbloTepe;

4. Wcnonb3yn aHTUBUPYCHbIE NPOrpaMMHbIE NPOAYKTHI M3BECTHbIX MPOM3BOAUTENEN, C

aBToMaTuyeckum obHoBMneHnem 6as;

OrpaHnyb uanyecknii 40CTYN K KOMNbIOTEPY A5151 MOCTOPOHHUX NAL;

Mcnonb3yi BHELLHWE HOCUTENW MHAOpMaLMK, Takme Kak neLuka, AUCK unn oann U3 MHTepHeTa,

TONbKO M3 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE dhansbl, NONyYeHHbIE U3 HEHAAEXHbLIX NCTOYHUKOB. [axe Te
(hainbl, KOTOPbIE NpUCIAn TBOM 3HAKOMbIN. JTydlle YTOYHM Y HEro, OTNPaBnsn nm oH Tebe nx.
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Cetn WI-FI



Wi-Fi - aTo He Bug nepegaynm OaHHbIX, HE TEXHOMOMMs, a Bcero nuuwbe 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas KoMnaHusa — 3apeructpupoBana  6peHg  "WECA', 4yto 0603Havano
cnooco4eTtaHme "Wireless Fidelity", koTopbin nepeBoaunTes kak "6ecnpoBogHasi TOMHOCTL".

[o Hawero BpeMeHn gowna gpyras abbpesnartypa, Kotopasi ABMsSIETCS TakoW XXe TeXHonornen. 9710
abbpesunatypa "Wi-Fi". Takoe HasBaHue ObiI0 AaHO C HAMEKOM Ha CTaHAapT BbICLUEW 3BYKOBOWM
TexHukn Hi-Fi, 4To B nepeBoae 03HavaeT "BblCOKad TOYHOCTL".

Ha, OecnnaTHbli WHTEPHET-OOCTYN B Kadye, OTensxX W asjpornoptax SABNAETCA OTMMYHON
BO3MOXXHOCTbIO BbIXOOa B MHTEpPHET. HO MHOrme aKkcnepTbl cuymMTaroT, 4YTto obuwenoctynHole Wi-Fi
CeTU He ABNsATCA 6e30nacHbIMMU.

CoseTbl No 6e3onacHoCTV paboThl B 06LLefocTynHbIX ceTsx Wi-fi:

He nepegaBai cBOI NU4YHYO MHpopMaumio Yepes obwenoctynHele Wi-Fi cetn. PaboTasi B HuX,
XenaTtenbHO He BBOAUTb Naponv A0CTyna, SIOrMHbI U Kakne-To HOMepa;

Mcnonb3yn n obHOBNSI aHTMBUPYCHbIE NporpaMmmbl 1 6pangmayep. Tem cambiM Tbl 06e3onacuLlb
cebs1 OT 3aKayku BUpyca Ha TBOE YCTPOWCTBO;

Mpun ncnonbsoBaHumn Wi-Fi oTknoun dpyHkumio "O6Lwmn gocTtyn Kk doannam un npuHtepam”. JaHHas
PYHKLMS 3aKpbiTa N0 YMONMYaHWI0, OOHAKO HEKOTOpbIE NOMb30BaTENN aKTUBMPYIOT ee Ans
yaobcTBa ucnonb3oBaHus B pabote unm ydebe;

He ncnonbayii nyonmyHein WI-FI ansa nepegaymn NUYHbIX gaHHbIX, HANpUMep 4ns Bbixoga B
coumanbHble CETU UMK B 3NEKTPOHHYIO NOYTY;

Mcnonb3yn Tonbko 3awuiieHHoe coeanHerne vyepes HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoan nMmeHHo "https://";

B mobunsHom TenedoHe oTknoum dyHkumto "lMogkntoveHune k Wi-Fi aBTomatnyeckn”. He
Jornyckan aBToMaTU4eCcKoro noaknoyeHns yctponcrtaa k cetam Wi-Fi 6e3 1Boero cornacusi.

CoumnanbHble cetu
CoumanbHble CeTM aKTMBHO BXOAAT B Hally XWM3Hb, MHOrMe noan paboTalT WU XUBYT Tam
NOCTOSIHHO, a B Facebook yxxe 3apernctpupoBaH MUNnMap4 YenoBek, YTo ABNAeTCA OQHON ceabMOK
BCEX Xutenewm nnaHetbl. MHOrMe nonb3oBaTeENU He MOHMMAOT, YTO MHAOPMAaLMS, pa3MeLleHHast
UMK B COUManbHbIX CETAX, MOXeT OblTb HamaeHa U UCMOMb30BaHa KEM YrogHo, B TOM 4UCre He
06s13aTenbHO ¢ 6naruMmM HamepeHMsIMU.
OcCHOBHbIe COBETbI M0 6E30MacHOCTU B COLMaribHbIX CETAX:
OrpaHunyb cnvcok apy3sen. Y 1ebsi B Apy3bsaX HE AOMKHO ObiTb CAyYanHbIX U HE3HAKOMBbIX NOAEN;
3alumian cBO YacTHYHO Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOero
POXAEHWSA U OPYIYIO NINYHYIO MHpOPMALMIO. 3NOYMbILLIIEHHUKN MOTYT UCMOMb30BaTh Jaxe
WMHpOpPMaLMIO O TOM, KaK Tbl M TBOM POAUTENN NNaHUpyeTe NPOBECTM KaHUKYIbI;
3awuian cBo penyTauuio - 4epXn ee B YUCTOTE 1 3aaaBan cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrue nonb3oBaTeny BUAEnu, 4To Tbl 3arpyxaewwbs? MNogyman, npexae Yem YTo-To
onyobnukoBaTb, HANMUCaTb U 3arpy3nThb;
Ecnu Tbl roBopuLLb C MOABMU, KOTOPbIX HE 3HaELLb, HE UCMOMb3y CBOE peanbHoe UMS 1 OPYTyHo
NNYHY0 MHpOPMaLMK: NMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;
N3beram pasmelleHns doTorpaduin B MIHTEpHETE, rae Tbl n3o06paXkeH Ha MeCTHOCTU, MO KOTOPOW
MOXHO onpeaenuTb TBOE MECTOMOMNOXEHUE;
Mpwn perncTpaumm B coumanbHOM ceTn HeOOX0aMMO MCMNONb30BaTh CIOXHbIE NAponn, COCTosLLNE
13 B6ykB 1 LNMP U C KONNYECTBOM 3HAKOB He MeHee 8;
Anga coumanbHOM ceTu, NoYThl U OPYrMx CanToB HEOBXOAMMO NCMOMNL30BaTh Pa3Hbie Naposu.
Torga ecnn Tebs1 B3NoMatoT, TO 3MI0YMbILLSIEHHMKM NOfy4YaT JOCTYN TOMbKO K OAHOMY MECTY, a He
BO BCe cpaay.

OnNEeKTPOHHbIE AEHbMN

OnEKTPOHHbIE OEHbIM - 3TO OYeHb YAOOHbLIN cnocob nnaTexen, OgHAKO CYLLECTBYIOT MOLUEHHUKN,
KOTOpbIE XOTAT I'IOJ'Iy‘-II/ITb 9T OEHbLIN.

OnEeKTPOHHbIE AEHbIMMN NOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocygapcrBax
A0 CUX MOp He NPOMMCaHO NPO HMUX B 3aKOHaX.

B Poccun e oHM DYHKLUMOHMPYIOT MU O HUX YXe MPOnuMcaHO B 3aKOHe, rae UX pasgenstoT Ha
HECKONbKO BUAOB - aHOHMMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO @aHOHWMHbIE - 3TO Te, B
KOTOpbIX paspellaeTca npoBoAUTb onepaumm 6e3 uaeHTudmkaumm nonb3oBaTens, a B
HEeaHOHUMHbIX WAEHTUdUKALNS NoNb3oBaTens sBnsieTcs 06s3aTenbHOMN.



Takke crneagyeT pasnuuyaTtb 3N1EKTPOHHbIE hmaTHble AeHbrM (paBHbl FOCY4AapPCTBEHHBIM BasntoTam) 1
3NEKTPOHHLIE HedmaTHbIE AeHbMM (HE paBHbI FOCY4APCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl MO 6e3onacHor paboTe ¢ 3NEeKTPOHHbIMU AEHbraMMu:

1. [MpuBsiKkuK K cHETY MOBUMBHBIN TeNnedoH. ITO cambii YAOOHLIN N BbICTPLIA CNOCO6 BOCCTAHOBUTL
AOCTYN K cyeTy. [NpunBa3aHHbIA TernedoH NOMOXET, ecnn 3abyaellb CBOW MraTeXHbIN Naposib Uin
3angellb Ha CalT C HE3HaKOMOro YCTPONCTBA;

2. WNcnonb3yih ogHopasoBble naponu. Nocne nepexoga Ha yCUeHHY0 aBTopm3aumio Tebe yxe He
OyOeT yrpoxaTtb OMacHOCTb Kpaxku Uiv nepexaBaTa NnaTeXxHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHmkam 6ygeT He NPOCTO yragaTb COXHBLIN Naposb.
HagexHble naponu - 3To Naponu, KoTopble cogepXaT He MeHee 8 3HaKOB W BKIOYaloT B cebs
CTPOYHLIE 1 MPONUCHLIE BYKBbLI, LMAPLI U HECKOSILKO CMMBOJIOB, Takne Kak 3Hak gonnapa, yHTa,
BOCKNMUATenNbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NMYHbIE AaHHbLIE HA CalTax, KOTOPbIM HE AOBEpPSsiELUb.

OneKTpoHHasi noyTa
OnNeKTpoHHas noyTa - 3TO TEXHOMOrMsA U NpeaocTaBnAeMble e YCNyrn No NepechIsike U Nony4YeHuo
9NEKTPOHHLIX COOOLLEHMIA, KOTOpble pacnpedensiTcd B  KOMMNblOTepHOW ceTu. OOblMHO
9MNEKTPOHHbIN MOYTOBbLIN ALLUK BbIFMAAMT Criedyowum odpa3oM: UMS_Nonb30BaTeNnd@uvs_aoMeHa.
Takxke Kpome nepegaym NPoCToro TekcTa, MMeeTcs BO3MOXHOCTb NepeaaBaTb dhanrbl.
OcHoBHbLIe coBeThl MO 6e3onacHom paboTe C INEKTPOHHOW MOYTOMN:
1. Hapgo BbiOpaTb NpaBuUIbHbLIN MOYTOBLIV CEpBUC. B MHTEpHETE eCTb OrPOMHBIN BbIGOP HGecnnaTHbIX
NMOYTOBLIX CEPBMCOB, OOHAKO Ny4Lle JOBEPATb TEM, KOro 3Haellb U KTO NepBbl B PEUTUHTE;
2. He ykasbiBan B NIMYHOM NOYTE NNYHYIO MHpopmauuo. Hanpumep, nydwe BoibpaTb
"My3blkanbHbli_daHaT@" nnn "pok2013" BmecTo "Ttemal3";
3. Wcnonbayi AByxaTanHyo aBTopm3aLmio. ATO Koraa noMUMo Naposis HyXKHO BBOAMTL Kof,
npucblriaemMbi no SMS;
4. Bblbepn cnoXHbIn naposnb. s KaXaoro no4ToBOro sAuka A0MKEH ObiTb CBOM HAOEXHbIN,
YCTONYMBBIN K B3[IOMY Naporb;
Ecnun ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOM JIMYHbIN BONPOC, UCMOMb3y 3Ty BO3MOXHOCTb;
Mcnonb3yin HECKONBbKO NOYTOBbLIX ALWMKOB. NepBbIn A5 YacTHOW Nepennckn ¢ agpecatamu,
KOTOPbLIM Thbl JOBepsieLlb. ITO ANEKTPOHHbLIN agpec He Hago UCMNoNb30BaTh NPW perncTpaunm Ha
dopymax 1 camrax;
7. He oTkpbiBan dannbl n gpyrue BNOXKEHUSA B MMCbMax, 4a)Ke eCrv OHW NMPULLNKN OT TBOMX ApYy3eNn.
Jlyylle yTOYHM Y HMX, OTNPaBNSANM N oHW Tebe aTn dannel;
8. Tlocne okoH4YaHusA paboTbl HA MOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKITAAKN C CanTOM He 3abyab
HaxaTb Ha "BbIATK".

oo

KnbepObynnuHr unv BupTyanbHOE U30eBaTenbCTBO

KnbepbynnuHr - npecrnegoBaHme CcOOOLLUEHMAMMK, coaepXalumMu OCKopbneHusa, arpeccuio,
3anyrmBaHue; XyruraHcTBO; couuanbHoe OOMKOTMPOBaHME C MOMOLLLIO Pa3fNYHbIX WMHTEPHEeT-
CEpPBMCOB.

OcHoBHble coBeTbl M0 6opbbe ¢ kKMbepOyNINHIOM:

1. He 6pocarics B 601. Jlyywmnin cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eCNN HET TOrO, K KOMY

MOXHO 00paTUTLCA, TO BHaYane ycnokomTecs. Ecnm Tbl Ha4YHeLb 0TBEYaTb OCKOPOIeHNsMHY Ha

OCKOpONneHusi, To TONbKO eLle Borblue pas3oxokellb KOH(NNKT;

Ynpaenan ceoen knbeppenytaumen;

AHOHUMHOCTb B c€TU MHMMas. CyLLecTBYIOT CNOCOOLI BbIACHUTL, KTO CTOUT 3@ @HOHUMHbIM

aKKayHTOM;

4. He cTonT BECTM XynuraHckum obpas BUpTyanbHOW Xn3Hn. UHTepHeT hmkcnpyeTt Bce TBOU

OENCTBUS U COXpaHAeT uX. Yaanutb nx OyaeT KpanHe 3aTpygHUTENBHO;

Cobntogar cBOK BMPTyanbHY YeCTb CMOSOAY;

UrHopupyi eamMHuYHbIN HeraTnes. OgHopa3oBble OcKOopOUTENbHbLIE COOOLLEHNS ny4Lle

urHopupoBaTb. OBbIYHO arpeccus npekpallaeTcs Ha HavyanbHON cTaguu;

7. bBaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMY COOBLLEHUAMMU, B COLMAnbHbIX CETAX eCTb
BO3MOXHOCTb BIOKMPOBKM OTNPAaBKN COOBLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBngeTenb knbepbynnuHra. TBom 4eNCcTBYA: BbICTYNUTbL NPOTUB NpecrefoBarens,
nokasaTb €My, YTO ero AenNCTBMA OLEHMBAKOTCA HEraTUBHO, NogaepaTth XepTBY, KOTOPOMN HyXXHa
rcuxonornyeckas MoMoLLb, COOBLLMTE B3POCHbIM O dakTe arpecCUBHOIO NOBeAeHNS B CETU.
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MobunbHbI TenedoH

CoBpemeHHble CMapTgOoHbl U NnaHweTbl cogepxaTt B cebe BrnonHe B3poChnblAi OYHKUMOHAnM, U
Tenepb OHWM MOTMYT KOHKYPUPOBATb CO CTaLMOHAPHbIMK KoMmMboTepamu. OgHako, cpecTB 3alumThl
Ansi NoAoGHbIX YCTPOWCTB MOKa O4YeHb Mano. TecTUpoBaHME M MOUCK YA3BMMOCTEW B HUX
NPOUCXoaNT He Tak MHTEHCUBHO, kak ans lK, To ke caMoe KacaeTcst U MOBUNbHbIX MPUMOXEHWIA.
CoBpeMeHHble MobWIbHbIE Gpays3epbl yXKe MpakTUY4eCKM OOrHanM HacTofbHble aHanoru, ogHako
paclmnpeHne yHKUMOHana BneYyeT 3a coboi 60MbLUYH CNOXHOCTb U MEHbLUYIO 3aLLMLLEHHOCTb.
[aneko He Bce NPOM3BOANTENM BbIMyCKalOT OOHOBMNEHMS!, 3aKpblBalOLLME KPUTUYECKME YS3BMMOCTU
ANs CBOMX YCTPOMCTB.

OcHoBHble coBeTbl AN 6e30MacHOCTM MOBUBLHOIO TenegoHa:

Hwuuero He aBNsieTca no-HacTosiwemy becnnatHbiM. Byab ocTopoXeH, Bedb koraa tebe
npegnaratoT 6ecnnaTtHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-To NnaTHbIE YCIyru;
Hyman, npexge 4em otnpaBuTte SMS, poTo unmn Buaeo. Tbl TOYHO 3HAELb, rOe OHM OyayT B
KOHEYHOM uTore?
HeobxoamMmo 06HOBNATL ONEpPaLMOHHY0 CUCTEMY TBOEro CMapT(OoHa;
Mcnonb3yi aHTUBMPYCHbIE NporpamMmmbl Ans MOOWIbHbLIX TENEOHOB;
He 3arpyxan npunoxxeHnsa oT HEU3BECTHOIO NCTOYHMKA, BEOb OHWM MOTYT coaepXaTtb
BPeOoOHOCHOE NporpamMmmMHoe obecrneyeHune;
Mocne Toro Kak Tbl BbIMAELb C canTa, rge BBOAWI NINYHYIO MHApOpMaLUIO, 3ainan B HACTPONKK
Gpay3sepa u yganu cookies;
Meproanyeckn NpoBepsiv, Kakne nnaTHble YCNyrn akTMBMPOBaHbI HAa TBOEM HOMEPE;
[aBai cBo HOMep MOBUNBLHOro TenedoHa ToNbLKO NAAM, KOTOPbLIX Thl 3HAELLb U KOMY
aosepsieLlb;
Bluetooth gomkeH 6bITb BbIKMOYEH, KOraa Thl UM He nonb3yellbcs. He 3abbiBan nHorga
NnpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalollMe pasBrieyeHusl, 00beauHsioLme
COTHM ThICAY 4enoBeK MO Bcemy Mupy. Urpoku uccnegytoT OaHHbIA MM Mup, Oo6BLalTcst Apyr ¢
OPYroM, BbIMOMHAT 3a4aHUA, CPaXarTCAa C MOHCTpaMy U Nony4varoT onbIT. 3a y40BONbCTBUE OHM
nnaTaT: NoKynatT AWCK, onnavnBanT aboHEMEHT nnn NpuobpeTaroT Kakne-To onLuumu.

Bce atu cpegctBa mayT Ha noggepxaHue M pas3BUTUE WUIpbl, @ Takke Ha caMy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOpPM3aLnUn, BbIMYCKAKTCA HOBble NaTyu (UMdpoBLIE 3annaTkm ons
nporpamMm), 3aKpbIiBaOTCH YSI3BUMOCTU CEPBEPOB.

B nogo6HbIX nrpax CTouMT onacaTbCsl HE CTOMNBbKO CBOMX COMEPHUKOB, CKOMNBbKO KPaXu TBOEro napons,
Ha KOTOPOM OCHOBaHa cMcTeMa aBTopm3aumny GONbLUMHCTBA Urp.

OcCHOBHbIE COBETbI MO 6E30MaCHOCTM TBOErO UIPOBOrO akkayHTa:

Ecnn gpyron urpok Beget cebsi nnoxo nnu cosgaet Tebe HenpuATHOCTH, 3abNoKnpym ero B
CMM1CKe UrPOKOB;

Moxanyncsa agMMHUCTpPaTopam Urpbl Ha NSI0X0e NOBEAEHNE 3TOr0 UrPokKa, KenaTtesnbHO
NPUNOXWTb Kakne-TO AoKasaTernbCTBa B BUAE CKPUHOB;

He ykasbiBan nu4yHyto nHpopmauuio B npodanne urpbl;

YBaxawn Apyrux y4acTHUKOB MO Urpe;

He yctaHaBnuean HeodmLmanbHble NaTtyn n Moabl;

Mcnonb3yi cnoxHele u pasHble naponu;

[axe BO Bpems Urpbl HE CTOUT OTKIHOYaTb aHTUBMPYC. [1oka Tbl UrpaeLlb, TBOW KOMMNbLIOTEP MOTYT
3apasnTb.

QULIMHT UNK Kpaka NNYHBIX JaHHbIX

OOGbl4HONM KpaXkel OeHer M [OKYMEHTOB CErOAHs YK€ HUKOro He YAMBWLIb, HO C pasBuUTUEM
WHTEPHET-TEXHONOMNIA 3MT0YMbILLUNIEHHUKN NEePEMECTUNNCE B UHTEPHET, U NPOAOITKAOT 3aHUMaTbCS
"MoOMMbIM" Aenom.

Tak nosiBMnacb HoBasl yrpo3a: MHTEPHET-MOLUEHHUYECTBA UMM (OULLKHT, FNaBHas Uenb KOTOpPOro
COCTOMT B MOSNYyYeHUN KOHMpMAEHUMAnNbHbLIX OaHHbLIX MoNb3oBaTesnier - NOrMHOB W naponei. Ha
aHrnunckom s3bike phishing uMtaetca kak ouwwimHr (ot fishing - peibHast noensa, password - naposnb).



OcHoBHble coBeTbl M0 6opbbe ¢ PULLMHIOM:
1. Cnegwm 3a cBOUM akkayHTOM. Ecnuv Tbl nogo3peBaellb, YTO TBOA aHKeTa Obina B3nomaHa, To
HeobxoauMo 3ab1oKMPOBaTL €€ N COOBLMTE agMUHUCTpaTopaM pecypca 06 3TOM Kak MOXHO
cKopee;
Wcnonb3yn 6e3onacHble Be6-canThbl, B TOM YNCME, UHTEPHET-MarasamHOB Y MOUCKOBLIX CUCTEM;
Mcnonb3yn cnoxHble u pasHble naponu. Takum obpasom, ecnv Tebs B3NOMatoT, TO
3110YMbILUTNIEHHWKK MONy4aT AOCTYN TOMbKO K OOHOMY TBOEMY NMPOMUIII0 B CETU, @ HE KO BCEM;
4. Ecnu Tebd B3nomanu, To Heob6xoaMmMo nNpeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
nobaBrneHbl y TebS B Apy3bsiX, O TOM, YTO Tebsi B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn byaet
paccbinaTbCsa CNam U CCbINKU Ha (PULLIMHIOBLIE CalThl;
YcTaHoBu HagexHbin naporb (PIN) Ha MOBUNBHBIM TeNegoH;
OTkntoYM coxpaHeHne napons B Opaysepe;
He oTkpbiBan channbl u gpyrue BRoXeHust B IUCbMax, AaXe €CNU OHU MPULLNN OT TBOUX APY3€eW.
Jlyylle yTOYHM Y HMX, OTNPaBNANN N oHn Tebe aTn dannebl.
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Lindpposas penyrauus
UndpoBas penytaumsa - 3TO HeraTMBHasi WM MNO3UMTUBHAsA MHQopMaumss B cetu o Tebe.
KomnpomeTupytowasi vHdopmaums, pasmelleHHasd B MHTEPHETe, MOXEeT Ccepbe3HbiM obpa3om
OTpasnTbCA Ha TBOeW pearnbHOW XU3HW. "LiudpoBas penytauma” - 9TO TBOM UMUK, KOTOPLINA
dopmupyeTca U3 nHpopmauum o Tebe B MHTEPHETE.
TBoe MecTO XuTenbcTBa, y4yebbl, TBOe (MHAHCOBOE MOMoXeHne, OCOBEHHOCTM XxapakTepa WU
pacckasbl 0 61IM3KMX - BCE 3TO HaKannmMBaeTcs B CETU.
MHorme nNoapoCTKN NErKOMBICIIEHHO OTHOCATCA K NyGnuvkaumm nnyHon nHgopmaumm B NIHTEpHeTe,
HEe NOHMMas BO3MOXHbIX NOCNeACTBUA. Thl AaXe He CMOXeLUb oragatbCcs 0 TOM, 4YTo dooTorpadus,
pasmeLLeHHas 5 neT Hasag, ctana npuMyYnHOM OTKa3a NpUHATL Tebsa Ha paboTy.
KommeHTapuu, pasmelleHne TBoux cpotorpacdunm u gpyrme OENCTBUS MOFYT He UCHE3HYTb Aaxe
nocrie Toro, Kak Tbl UX yaanuib. Tbl HE 3HaeLlb, KTO COXpaHUn 3Ty UHopmMauuto, nonana fnv oHa B
NMOWCKOBbLIE CUCTEMBI U COXPaHUach N OHa, a rMaBHOE: YTO NOAYMAalOT O Tebe oKpyXatoLme nau,
KOTOpble HanayT M yBuaAT 370. Haitu nHdopmaumo MHOrO fneT CnycTs CMOXET Mobon - Kak 13
[00pbIX NOBYXAEHUI, Tak N C HAMEPEHUEM NPUYMHUTL Bped. ITO MOXET ObITb KTO YrogHo.
OcHOBHbIe COBETLI MO 3aLumTe UngpoBor penyTaumm:
1. lMogymawn, npexge 4yem 4YTO-TO NYOnMKoBaTb M NepefasaTth y cebsa B 6rore nnm B coumansHOn
cetu;
2. B HacTpowkax npodunst ycTaHOBM OrpaHnUYeHnsi Ha NPOCMOTP TBOEro Npoduns 1 ero
coepXXUMoro, caenan ero Tonbko "ans apysen”;
3. He pasmelyan 1 He ykasbiBa MHPOPMaLMIO, KOTOpasi MOXET KOro-nnbo ockopbnsaTtb nnm
obunxarb.

ABTOpCKOE NpaBo

CoBpeMeHHbIE LLKOSTbHUKM - aKTUBHbIE MOfib3oBaTenn LMdpoBoro npoctpaHcTea. OgHaKko ganeko
He BCe 3HalOT, YTO MOMb30BAHNE MHOIMMU BO3MOXHOCTAMM LMEPOBOro Mupa TpedyeT cobnogeHms
npaB Ha MHTENNEeKTyarnbHyt0 COOCTBEHHOCTb.

TepMuH "vHTennekTyanbHas COO6CTBEHHOCTL" OTHOCUTCA K pasfidHbiM TBOPEHMSM YErI0BEYECKOrO
yMa, HayuHasi C HOBbIX M300pPEeTEHMI U 3HaKOB, 0DO3HAYalLLMX COOCTBEHHOCTb HA MPOAYKTbI U
yCnyrn, W 3akaHuMBasa  KHuramu, dotorpadusmn, KnHoUibMamMm M My3blkalnbHbIMK
npoun3BeaeHUsIMMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha WHTENNEKTyanbHyl COOCTBEHHOCTb Ha MPOU3BEAEHUS HayKMW,
nitepaTypbl M MCKycCTBa. ABTOPCKME nNpaBa BbICTYNalT B KayecTBe rapaHTMM TOro, 4TO
WMHTENNEKTYanbHbIN/TBOPYECKUA Tpyn aBTopa He OyaeT HanpacHbiM, JacT eMy crnpaBeanuBbie
BO3MOXXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, NoNnyYuTb M3BECTHOCTb M MpU3HaHMe.
Hukto 6e3 paspelueHnsi aBTopa He MOXET BOCMNPOM3BOAUTbL €ro Npou3BeAeHne, pacnpoCTpaHsaThb,
ny6nmM4yHo AEMOHCTPUPOBaThL, NpodaBaTb, UMMNOPTUPOBATL, NYCKaTb B NpokaT, Ny6nYHO MCNONHATD,
NnoKasbIBaTb/MCNOMNHATL B 3chmpe nnun pasmellatb B IHTepHeTe.

VMcnonb3oBaHue "nmnpaTtckoro” nporpammMHOro obecneyeHns MoxeT NPUBECTM K MHOTMM puckam: oT
noTepy [OaHHbIX K TBOMM akkayHTam [0 OfoKMpOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBreHa
HeneranbHaga nporpamma. He ctouT Takke 3abbiBaTb, UTO CYLLECTBYIOT neranbHble U 6ecnnaTHble
nporpammbl, KOTOPble€ MOXXHO HalTK B CETU.






